
Am I safe in cyberspace? 
A Rubric 

 Very Safe (3) Safe (2) Barely Safe (1) Not safe at all (0) My Score 

Screennames Your screen name cannot identify if 
any way.  i.e. user1099 

Your screen name may 
identify if you’re male or 
female or give you clues 
to your identity. (i.e. 
John76) 

Includes part of your 
name in combination 
with any other 
identifying personal 
information like your 
birthday, address, town, 
school, etc. 

Includes your full 
name, parts of your 
address, or 
birthday. 

 

Privacy 

Settings on 

social 

networking 

sites 

No identifying information, such as 
birthday, address, full name, etc. 
You don’t list your town, school, 
sports affiliations, etc. 
There is nothing that can identify 
where you are, who you are, and 
how old you are. 
 
You friend only people you know 
and only allow friends to see your 
information. 
 
You do not allow friends of friends 
to see your information.  
 

No identifying 
information, such as 
birthday, address, full 
name, etc. 
You might say which city 
you live in, but you don’t 
give your address. 
You might give your 
birthday, but don’t give 
your year of birth.  
 
You friend only people 
you know, but you might 
allow friends of friends 
see your information.  
 
 

There is information that 
can identify who you are 
and where you live, such 
your name, address, 
birthday, etc. 
 
You friend only people 
you know, but you keep 
your profile open to the 
public. 
 
 

There is 
information that 
can identify who 
you are and where 
you live, such your 
name, address, 
birthday, etc. 
 
You friend anyone, 
even if you don’t 
know them, and 
you keep your 
profile open to the 
public. 
 
 

 

The 

information 

you post 

You are unidentifiable. You cannot 
put a name, address, phone number, 
birthdate, (or birthplace) 
occupation, gender, school, family 
members, sports or group 
affiliation, hobbies to your screen 
name. 

You cannot identify a full 
name, but you leave some 
clues behind as to your 
identity, such as your 
gender, birthday (month 
and day, but not year).  
 

You give part or full 
name 

You give your full 
name, and other 
easily identifiable 
information. 

 



The media 

you post 
(i.e. photos, 

videos, etc.) 

Your photos & videos don’t show 
your face or that of your friends. 
 
Your photos and videos show age 
appropriate behavior and don’t 
contain any thing that will later 
embarrass you. 

Your photos and videos 
show your face & that of 
your friends, but do not 
identify you in anyway 
(and neither does your 
account information). 
 
The photos and videos 
are age appropriate, but 
might embarrass you at a 
later date. 

Your photos and videos 
show your face & that of 
your friends and leave 
clues behind to your 
identity or their identity. 
 
Your photos and videos 
are not age appropriate 

Your photos and 
videos show all and 
tell all.  
 
Your photos and 
videos are not age 
appropriate and 
will later embarrass 
you. 

 

  

Reflection:  How can you make changes to increase your personal safety online today? 

 

 

 

0-4 – You need to get busy and revise your safety strategies. 

5-8 – You’re getting there, but you still have work before you’re considered safe online. 

9-12 – That’s better, but there’s room for improvement.  

13-15 -  Good work! You’re a model for your peers. 

 


